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IPSI Disclaimers and Compliance L‘ﬂ' |

A IPSI does not advise or prescribe to its clients what steps it needs t
take to comply with any legal or regulatory obligations

A Any information we provide is by way of assistance only and is not
Intended to and does not constitute, legal, regulatory or any other
advice on any particular matter and is provided for general information
purposes only.

A You should take your own separate legal, regulatory and/or other
advice on any matters discussed

Irish Progressive Services International Limited is regulated by the Central Bank of Ireland 5
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.’. Frontier Privacy Disclaimer
=

u
This presentation contains general information.

u  This presentation is not intended to constitute legal advice and therefore
should not be relied on as such.
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Overview of the General
Protection Regulation

Aoife Sextorksdmder and Directo
8th May 2017



0:0 Why the need for a new law?

v Existing Irish data protection legislation dates back to 1988
v No update to the main data protection legislation since 1995
v Many new technological developments and increasing digitilisaton

u Arrival of social media

v New law designed to result in single, uniform set of data protection rules across the EU

v Principles based legislation - Technology neutral 6Not much det ai |

v Implementation date: 25 May 201¢



09 Main Changes: Scope

u  Powers of the Office of Data Protection Commissioner (ODPC)

u  TodayBroad investigation and enforcement powers but does NOT have the power to impo
of the Data Protection Actd(BiPtAdis) courts

u ChanpAbility to laggninistratifiaes directly

u 2 tiers of fines

u  Greater of G10m or 2% global group annual turnover (e.g. security breach, record
keeping, conducting Pl A0s)

v Greater of 420m or 4% global group annual turnover (e.g. consent condition, core
data protection principles, data subjectds

v Fi n e s effectve, orodorsonaie and dissuasive
v ODPC will have some discretion on whether to fine and the level of fine

u - Will take into account nature, gravity, duration of the infringement, negligent char
etc.



.:. Main Changes: Scope

v Individuals right to take action for damages against Controller and Processor
v Today: No recovery of non-financial loss

v Change Right to compensation for material or non -material damage . Individuals

can claim compensation for distress and hurt feelings even where they are not able
to prove financial loss.

u  Extra territorial effect of GDPR

v TodayCaptures EU controllers and processors

v Change: Territorial scope expanded

v Captureblon EU controllers and processors who offer goods and services to, or monitor EU residents

v Definitions broadened of personal and sensitive data

u  Change- Personal data now includes an id number, location data Rauitalslirst i€@entifier.
addresses, cookies and RFID tags as examples.

u  Change Sensitive personal data includes genetic data and biometric data



u  TodaMo statutory obligation to notify ODPC of a data breach (except for telcos).

u  ChanpNew mandatory obligation for data controllers

u

u

u  Chandd¥ew mandatory obligation for data processors

u

\

Main Changes: Iné@éagatons for Organi

to noti fy r ewiteou andue detay gnewhere feasibiley notdatedtlyan @ hours, after h
become aware of 1ité.

to notify data subjects where breach is likely to result in a high risk to data subject. May not have to n
was encrypted.

keep detailed records of breach, and actions taken. Important to demonstrate accountability

Processor is obligduedetapnoboti équi hedcobotnotl
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Main Changes: Obligations on Processor

Todasxx. Pr ocessord6s compliance obligat
(DPLwith controller. Controllers are legally responsible for breaches of the DP
processors.

Chang&DPR impmbessstatutory obligations on processors. GDPR makes controllers and proce
jointly and severally liable for ensuing damage caused by the breach of their respective obligat

This means that for processors théypossibigcacaoissng from breach of their GDPR processor
obligations

i action by the controller for breach of the DPC.
i direct fines by supervising authority e.g. ODPC.
i direct action by a data subject or by consugneupthrivagl alaim



u

u

TodaP Act only has limited detail on the terms of the DPC. These include the nee
follow the instructions of the controller and to take appropriate measures to ensure

Chang&DPR is more prescriptive on the terms to be inserted in a DPC. Processor

u

u

u

Processor must cascade the same contractual data protection obligations downto its subpr
for subprocessors breach of DP obligations

Main Changes: Obligations on Processors

must only process data on documented instructions from controller including
transfers to third countries,

must k& appropriate technical and organisational measures to ensure a level of security appropriate to
can only subcontract with prior permission of controllers,

must assist controller with complying with rights of data subjects,
must assist with data breach notification,

must delete or return data etc.

must demonstrate compliance through audits and inspections.

must notify controller if any instruction infringes the GDPR (!).



- Main Changes: In€ésgatons for Organisam
0. ACCOUNTAGBLE

v Shiftin the burden of@rgahisatiordgetoonstratew they comply with underlying principles
protectiorAscountability R

u  Increased importance of having appropriate data protection policies in place

v New requirement for controllers and praietsarsstords of processing activities

v Privacy noti ces/ pol rconaise sansparand intaligidedndieasily boeessnie
form wuvusing c¢cl ear and plain | anguageo)

v Privacy by Design and Default d objective to embed privacy into the DNA of
organisations

v Privacy Impact Assessments

v Compul sory where processing |likely to result i1n 0
include profiling, large scale processing of sensitive data.

v Art 37(1): Appointment of a Data Protection Officer where:
u Itis a public authority or body

u  Its core processing activities require regular and systematic monitoring of individuals on
a large scale, or

u  Its core activities consist of the processing of special categories of data on a large scale.



v Under GDPR, more difficult to rely on consent alone to legitimise processing.

u

Main Changes: Emphimsmen & unambignses
with affirmative action

Art 7 GDPR: a clear, affirmative action establishing a freely given, specific, infrfmed a
agreement to the processing.

Silence, ficked boxes not consent.
Consent needs to be recorded by controller.

Consent must be specific to the purpose for which the data has been collecteg
The age of consent is 16, unless Member State law provides for a younger age of consent w
below 13.
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v Todayndividuals have certain rights under the DP Acts.

v Changéndividuals havenagnhanceghts under the GDPR. Rights below will apply in ce
circumstances.

u

u

Requests by data subject to be actioned by controller without undue delay or at least within 1 mont
v Subject Access Righteased obligations on Controllers

u

\
Main Changes: New & enhanced rights for In

Maintainédght to rectification

Enhancétght to Erasure/Right to be forgotten
NewRight to restrict processing

Enhancétght to object to processing
NewRestrictions on individuals being subject to decisions based solely on automated processing
NevbData portability of personal data provided to the controller

Individuals have right to request access to a copy of their personal data which request
may be refused only under GDPRwh er e t h e maniestlyg snfounded or o
excessive0 Tdday-i t disgropartionate effort 0 )

Changein time period to deal with request reduced from Today @ 40 days to GDPR 1
month

Changein fees charged : Today it is (06.35 but under GDPRno charge



OBe aware s @ Yo
Be prepared

@DPClreland
lgnorance is no defence0

WHERE TO START?

C ASSESSMENT OF DATA HELD
C GAP ANALYSIS FOR GDPR COMPLIANCE
C ACTION PLAN WITH TIMELINES



Data Mapping Exercise: What personal dat
09 have ?

Client data

Supplier
2RIE Art 13
Notifications

Art 28 Agreements in writing

Data Processor

Processor

Employee

Data controller
data

Art 30 records of data
processing activities

Data




N’
9 DDay: 25 May 2018.

Specific steps to take.
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Get Started q

) 1TEH1TINETIIN
OJ.J.UJ. U

DAYS HOURS MINUTES




.o. Frontier Privagpat we do
<P

Innovative data protection consultancy firm delivering a complete range of data
protectionservices itreland and internationally.

C The first essential step Privacy Assessment + Report (with action plan to achieve
compliance)

Range of Services

C Bespoke Training
Drafting of Policies & protocols
Data Protection Impact Assessments (DPIA)
Advice on Employerrelated issues
Advice on Marketing & databases
Advice on Outsourcing and Cloud computing
Adviceon ControllerdProcessor Contracts
Advice on International Data Transfers

Outsourced Data Protection Officer (DPO)

O <O 0O O O O O 0O 0

Breach Response support



0.0 Thank You

Aoife Sexton
CdFounder & Director

.

§ 0 FRONTIER

" privacy
asexton@frontierprivacy.com

www.frontierprivacy.com

*This presentation contains general information. This presentation is not intended to constitute |égdlantibe aglibthore&zasch.
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NGDPR via Cyberseclt
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edgescan



Traditional O (\ )

Vulnerability edgescan edgescan
=Canning standard f
Eoin Keary HYBRID
VULNERABILITY SCAN MANUAL VERIFICATION PENETRATION TEST

CEO/Founder edgescan.com
OWASP Leader/Member/lreland Founder
(ex) OWASP Global Board Member

@eoinkeary

eoin@bccriskadvisory.com Gartner

All Markets > Application Security Testing > edgescan

edgescan cogesca




Why am | here??

@()\\y\_sv

OWASP Testing Guide v3.0

~

ADoingo security for quite
Before ACybersecurity was a

Was a Software Developer & Moved to Software Breaking;

Was a Leader of Global Penetration Engagements Team for EY;

Wrote/Contributed to the OWASP Testing Guide, OWASP Code Review Guide, OWASP CISO Guide,
OWASP SAMMe.

Responsible for some of the most impactful security breaches* against Irish financial institutions in
the |aSt 10 yeaI’S *ethical security assessments
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() edgescan

#fullstackvulnerability management
Web Applications, ARInd Host
Managed Service
Continuous Assessment
FalsePositive free

Manages over 100,000 systems
globally.

Gartner

FINALIST
——]

E RISK ADVISORY

Professional Services
Penetration Testing
Software Security
Red Teaming
DdoS
System Hardening
Security Architecture
Compliance

amazon Farlner
webservices  Notwork

Effective, Scalable #Fullstack Vulnerability Managemer3



SRIS&AO0I yuXo

A S R3S ai®4 spphisticated,
enterprisegrade vulnerability assessment and
management solution that gives you the tools
you need to control and manage
IT security risk

A S R3S al@lps/fram small &
mediumsized to large enterprises identify and
remediate known vulnerabilities in any platform
or web application

A SR3Sai®4gbdud based
SaaSvhich provides a unique combination of
technology and human expertise to assist you
with maintaining a strong
security posture

a T2 NY S I(Qedgessand
(P

ONBOARDING

OF ASSETS
(IP, URL MOBILE, API)

ECHNICAL & LOGICAL .
ECURITY ASSESSMENT

(OWASP, WASC, CWE, PCI)

C\

CONTINUOC
SECURITY VISIBIEITY
& INTELLIGENCE <«

("FULL STACK" SECURITY)

~

TRENDING / METRICS / REPORTING

(API/XML/ JSON)

Effective, Scalable #Fullstack Vulnerability Management



2017¢ so far Che
New JJork
A Lloyds 48hr DD0S20,000,000 Cimes
A Trumpg administration details leaked
A Clash of Clans1,000,000 TVSMONDE
A Cellebritec 900 GB of Data
A SWIFT Fake Trade Documert8 banks; India DOW JONES
A CoPilotc GPS; 220,000 Records —callebrite
A Sentara HealthCare5,000 Patient records Selfesriny ookl epslis
A Googlec Mass Phishing AttackVlay 2017
SONY

SENTARA

m




